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Objectives of This Talk

Topics discussed today:
* an overview of PKI

 PKI and certificates
» DOEGrids and Kerberized CAs
» uses of certificates

Topics not discussed today (covered in the 1/2 day class):
* public key encryption

e creating a good passphrase
« installing certificates
* signed and encrypted e-mail
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What Is PKI?
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What 1s PKI?

What is PKI?

Public Key Infrastructure

an infrastructure that is available for an application to "plug into" and use on an
as-needed basis (much like the electricity infrastructure)

maintains a trustworthy networking environment by knowing who is requesting
access or providing service

can be used by a wide variety of applications including:

- web browsers

- email clients

provides public-key encryption and digital signature services

- public-key encryption is a way to easily allow people to securely
commmunicate with one another, even if they don't know each other

- digital signatures are a way to prove to others that you are who you say you
are, and you said what we heard you say

manages keys and certificates
- a certificate is a digital identifier
- keys are used to encrypt and decrypt
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Why Should | Use PKI?

The Internet can be a dangerous place:

* identity theft - loss of good credlt money sleep
« data theft - content of email, usernames, passwords can be sniffed
« data alteration - content of emails can be altered between being sent and received

« confidentiality - private emails and data can be read, such as emails and sensitive
documents
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PKIlis Used on the Web

If you do any credit card or bank transactions on the Internet, you are probably
(should be) using PKI.

* look forthe https:// inthe location bar
» uses SSL (Secure Socket Layer) for encrypted communication

« essential if personal information (name, address, credit card, social security
number, password) is transmitted

"o Amazon.com Checkout: Select Shipping Options (=]
{:3' C{}' Er_'_.,.j /J'} hrtps:,f,fmvw.amazon.comfgp;checkout;address—valic BHY -:::i- '
amazon.com. Yy =

SHIPPING & PAYMENT

Choose your shipping options

Shipping Details (Learn more)

Choose a shipping speed:

¢ Standard Shipping (3-5 business days)
& Two-Day Shipping (2 business days)
¢ One-Day Shipping (1 business day)

Items: Need to [ Change quantities or delete |7
Shipping to: John Doe, 123 Main St., Chicago, IL, 60601 United States

* Understanding PKI: Concepts, Standards, and Deployment Considerations, Second

Edition - Carlisle Adams

$34.64 - quantity: 1 - Usually ships In 24 hours
Condition: new

Sold by: Amazon.com

v

Done wWww.amazon.com ﬂ ]
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PKIlIs Used on the Web (cont.)

This is what happens when a secure web page is requested by the browser:
» the browser asks for a web page, such as htt ps://ww. amazon. conftitles

» the server responds with a certificate, a digital identifier, informing the browser of
the server's identity by telling the browser who is vouching for the server

» the browser checks to see if it trusts the entity vouching for the server - if so, it tells
the server "ok, because | trust who is vouching for you, | trust you"

« the server responds with the HTML page requested

» the browser sends any data, including sensitive data, with the knowledge that it
can trust the server

Wouldn't it be nice to communicate with others in a similar trustworthy environment?
That is the purpose of PKI.
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What is a Certificate?

A certificate is:

« adigital identifier, verifying the identity of the user or entity

e contains information about the user such as their name, email address, and more
* is "vouched-for" by a trusted entity (called a Certificate Authority or CA)

There are two types of certificates used at Fermi:
« DOEGrids

o Kerberos CA (KCA)

More on certificates later.
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Will PKI Protect Me?

Yes. If a person protects their private key with a strong password, and keeps it secret,
then they will be protected.

provides enhanced two-factor authentication - both a password and a certificate
file is required

- to impersonate you, a cracker needs your password and your computer

- if the cert is password protected with ", then it is not secure - make sure you
have a strong password!

provides "single sign-on" across multiple websites - your browser can provide your
credentials to multiple websites and you only need to remember your one
certificate password

your certificate password never goes across the network - your password is used
to decrypt your certificate for your browser, email client, etc, but is never sent
across the network, not in the clear, not even in crypto
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Personal Benefits of PKI

PKI will benefit an individual:

» single secure sign-on - if PKI is used, remembering passwords will be become
easier:

@ cubbtbe
.
\ ﬁ( <5»

ﬂ
et
oo s

* end user transparancy - after setup, using the infrastructure is almost totally
transparent to the user (except when there is an error)

« comprehensive security - ensures that a single trusted security model is available
throughout the environment
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Business Benefits of PKI

PKI benefits to the business include:

cost savings - implementing a single security solution is cheaper than
implementing multiple solutions.

interoperability - all applications work with all services

consistent implementation - if all applications use the same solution then
installation time, management and maintainence costs decrease

possiblity of achieving security - consistent handling of security increases the
chance of security and decreases insecure workarounds

choice of provider - an open infrastructure means choice of who will provide
service
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PKIli1s Recommended at Fermi

PKI will be used at Fermi:
* Fermi websites and computing resources will request PKI authentication

 DOE is demanding that labs be able to prove and produce an audit trail of what
human being corresponds to each "username" -- in this case the "common name"

In the certificate

 PKIlis to the browser and email world what kerberos is at Fermilab for ssh and ftp
users
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PKI| and Certificates
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X.509 Basics

e Detailed in RFC-2459, issued in 1998
 PKI standard
* PKI certificate format specification
e can be stored in many different formats:
- PEM, used by most unix tools
- PKCS#12, used by most windows tools
- openssl program can convert between them
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X.509 Certificate Information

Contains information about the identity of the key owner including:
e owner's hame, organization, email address

 URL (for server keys)

» key serial number (for key revocation)
« date key signed (becomes valid)

» date key expires (no longer valid)
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X.509 Certificate Information (cont.)

Here is an example X.509 certificate:

Certificate:
Dat a:

Version: 3 (0x2)
4 (0x4)
Signature Al gorithm nd5WthRSAEncryption
| ssuer: C=US, ST=Washi ngton,
CA/ emai | Addr ess=Root CA@erily_sign.com

Seri al

Validity

Nunber :

Not Bef ore:
Not After

00:
08:
36:
Oa:
le:
3d:
7d:
b9:
cf:

O=True You,

Jun 29 21:37:23 2006 GV
: Jun 26 21:37:23 2016 GVII
Subj ect: C=US, ST=Washi ngt on,

CN=John Doe (j doe)/ enmil Address=j . doe@xanpl e. com
Subj ect Public Key Info:

Public Key Al gorithm

RSA Public Key:

Modul us (1024 bit):

d5:
81:
11:
09:
64:
Ob:
80:
3e:
60:
Exponent :

rsaEncryption

LLP, OU=True You CA, CN=True You

O=Exanpl e. com Seattl e Branch, OU=IT Depart nent,

(1024 bit)

dé6:
e8:
ab:
97
2d:
c8:
8c:
27:
eb:
65537

30:
45;
ee:
ca.
50:
c4:
ch:
61:
24.

5b:
do:
35:
Oa:
82:
e’:
5c:
18:
82:

b9:
eb6:
ca:
19:
69:
18:
Oc:
db:
. 2C.
(0x10001)

8e:
e3:
52:
f4:
7f:
10:
48:
75:
6f :

4de:
7a.
4a:
00:
bl:
9c:
63:
80:
bd:

23:
7d:
e4.
d7:
bO:
3b:
ar:
44.

fo

2d:
6f :
17:
11:
99:
8c:
86:
23:

c6:
72.
d7:
ad:
e’:
82:
Oc:
2e:

dc:
24.
27
99:
78:
ea.
f 6:
ff:

31:
e0:
ce:
f 6:
bc:
c2:
ao:
32:

7d:
25:
6b:
co9:
ca:
47
do:
1f:

76.
11:
17:
af :
49:
1c:
dc:
3b:

[-onsight inc -]
http://ww. onsi ght.com

PKI - Public Key Infrastructure
page 16



X.509 Certificate Information (cont.)

X509v3 ext ensi ons:

X509v3 Basi c Constraints:
CA: FALSE
Net scape Cert Type:
SSL dient,
Net scape Comment:
OpenSSL Cenerated Certificate
X509v3 Subj ect Key ldentifier:
90: C3: F3: 24: DE: DE: 9E: 1D: B3: 2E: OA: 94: D1: 03: E9: 75: 33: 0C. 57: 2D

X509v3 Authority Key ldentifier:

Signature

8b:
51.
15:
68:
dil:
38:
fO:
43:

33:

4d:
bf :
86:
14.
b7:
d7:

ff

b3:
83:
73.
c7:
b8:
67:
3b:

SSL Server,

SI'M ME

keyi d: 21: DE: OB: 28: F5: 94: 90: 1F: 96: 75: 54: 09: D9: C9: D9: 8C: 25: 5B: 4B: F5

Di r Nane: / C=US/ ST=Washi ngt on/ L=Seattl e/ O=Veril ySi gn,
Depart nent/ emai | Addr ess=Root CA@erily_sign.com

serial:
Al gorithm nmd5W thRSAEncryption

b3:

55:
cf:
54.
66:
30:
Af .

9a:

50:
ff:
30:
cd:
b7:
b6:

01

66:
20:
68:
07:
dil:
3c:
47

b4:
47.
08:
al:
c8:
5c:
02:

13:
4c:
90:
08:
94.
46:
93:

07:
ao:
e0:
75:
05:
99:
8a:

81:
8b:
8d:
fa4.
c6:
5e:
67:

68:
2b:
92.
ab:
a3:
6c¢C:
6f :

ed:
of :
47:
44:
32:
do:
0d:

ed:
64.
f6:
72:
cl:
ca:
43:

9e:
fO:
cl:
2a.
1b:
Oa:
5a:

62:
f1:
de:
8d:
bb:
bf :
fe:

7d:
f2:
37.
ed:
bO:
fd:
01:

dc:
97.
b2:
do:
Ob:
Oc:
c6:

4b:
bc:
c6:
23:
ab:
3e:
49:

I nc/ Ok=Certificates
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X.509 Certificate Information (cont.)

----- BEG N CERTI FI CATE- - - - -

M | D2DCCA0GgAWM BAgl BBDANBgk ghki GOwWOBAQQFADCBj TEL MAk GA1UEBhMCVVIMK
Ez ARBgNVBAgTC dhc2hpbnd0b24xFj AUBgNVBA0 TDVRy dWUgWAD 1L CBMTFAX FDAS
BgNVBAS TC1 Ry dWUgWAD 11 ENBVRQWEQ YDVQQDEW UcnVI | FI vdSBDQTEl MCMGECSqG
Sl b3DQEJARYWUmBVAENBQHZI cml seV9zaWduLnNvbTAeFwOwWN] A2M ky MIvVBM Na
FWwOxN A2M YyMIMBM NaM Go M wCQYDVQQGEW] VUz ETMBEGALUECBVKV2Fzad u
Z3Rvbj Ej MCEGALUEChMaRXhhbXBsZS5j] b20gU2VhdHRs ZSBCcnFuY2gx Fj AUBgNV
BAsTDU Ul ERl cGFydGll bnQx GDAVBgNVBAMIDOpvaGAgR&II | ChqzZ&31 KTEgMB4AG
CSqGSI b3DQEJARYRai 5kb2VAZXhhbXBsZS5) b20wgZ8wDQYJKoZl hvc NAQEBBQAD
gYOAM GJA0GBANXWWFU5j k4] LcbecMX12Cl HoRdnnm43p9b3Il k4CURNhG 7j XKUKr k
FI9cnzmms XCgnmXy goZ9ADXEa2Z9snvHMQX Ul Jpf 7Gmred4vMpJPQVI xCc YEIJW7) | Lg
wkcef YCMy IwvBGOnhgz2o0NncuT4nYR) bdYBEI y7/ Mh87z2Dr J1 | sb735AgMBAAG
ggE2M | BM AJBgNVHRVEA] AAMBEGCWCGSAGGHEI BAQQREAW FADAsBgl ghkgBhvhC
AQOEHXYdT3BI bl NTTCBHZWI cnFOZWyQ@Vydd maVWhd GUWHQYDVROOBBYEFJ DD
8y Te3p4dsy4Kl NED6 XUz DFct M HEBgNVHSMEgbwwgbmAFCHe Cyj 11 JAf | nVUCdNnJ
2YW Wv1oYCGdpl GaM GXMXBwCQYDVQQGEW] VUz ETMBEGALUECBMKV2Fzad uZ3Rv
bj EQVA4GA1UEBX VHU2VhdHRs ZTEYMBYGALUEChMPVMVy aVWwk 5U21 nbi wgSWbj MSAw
Hg YDVQQLExdDZXJ0aWZp Y2 F0ZXMy RGVWYXJ ObW/ud DEI MCMGCSqGSI b3DQEJARYW
UmBvdENBQHZI cml seVOzaWiuLmN\vbYl BATANBgkghki GOwWOBAQQFAACBg QCLM/ Oz
nmma0EweBaG3t nmJ 93Et RTYNVUCBHTKCLK59k8PHy| 7wMv 3PP/ 2gl KOCNkkf 2wd43
ssZohsdUMAe hCHXOpURy Ko3t OCPRFLhnmezdHI | AXGoz LBG7uwC6s4t 2cwt zxcRpl e
bNnKCr / 9DD7wW1zt Pt kcCk4pnbwlDW/4Bxkl D/ w==

----- END CERTI FI CATE- - - - -
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X.509 Certificate Revocation

Certificate revocation occurs when an entity loses its privilege to authenticate:
* revoke a key if it becomes compromised

* revoke a key if it becomes lost, before a new one is issued
 lists of revoked serial numbers are available

A certificate revocation list (CRL) is a list of all certificate serial numbers that have
been revoked by a CA. DOEGrids uses a CRL, KCA does not.
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Certificate Authorities

» also known as CAs
o the "trusted 3rd parties" that sign keys

» issues digital certificates stating the CA attests to the entity's identity

* here are a few public CAs:

VeriSign
Thawte
GeoTrust
DigiCert
CAcert.org
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Trust Relations Between CAsS

» top level (Root CA) keys are trusted by virtue of being installed and trusted in your
browser or other application.

» root CAs can sign CA keys of other trusted CAs - these are called intermediate
CAs

* root CAs or intermediate CAs can sign X.509 certificates for entities
- this creates a certificate chain

- proving your identity means proving you have your public/private key pair, and

providing your certificate and every intermediate CA certificate up the certificate
chain for verification

oot C&

intermediate Cas

non-Ca entity
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Applications that Validate Certificates

There are many applications that support the use of certificates:
 web browsers (Firefox, IE, Opera, etc.)

e email clients (Thunderbird, Outlook, Multt, etc.)

[- onsight inc -] PKI - Public Key Infrastructure
http://ww. onsi ght.com page 22



DOEGrids and Kerberized
CAS




DOEGrids and KCAS

DOEGrids:
* service run by ESnet

* long-term personal certificates (1 year)

* required for DOE-related grid computing

« required for access to many restricted DOE websites
« recommended for signing email

e open to a wider audience than just Fermilab

« also provides SSL server certificates
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DOEGrids and KCAs (cont.)

KCA at Fermilab:

» provides you an X.509 certificate by virtue of having authenticated against
Kerberos

» short-term certificate lifetime, maximum of 1 week - renewed frequently
* more convenient to obtain than DOEGrids cert
« grid access and web page authentication
* not recommended for email signing (life span too short)
e uses KX.509:
- an open-source means of obtaining short-term X.509 certs using Kerberos

- issued by Fermilab's KCA and is tied to the user's FNAL.GOV Kerberos
principal

- requires that the user possess current, valid Kerberos credentials
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DOEGrids and KCAS

How to choose KCA certs vs DOEGrids certs:

KCA DOEGrids
life span 7 days 1 year
access grid yes yes
resources?
signing email? not recommended recommended
access websites and some Fermi various
resources?
use Nessus yes no
scanner?

Note: not all Fermi websites accept KCA certs.
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Uses of Certificates
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Web Page Access

Websites can allow authentication via various means:
« form/cookie based authentication (custom CGls and application code)

* popup username/password dialog boxes (HTTP Basic authentication)
o X.509 certificates

X.509 certificates are better for several reasons:
e requires two-factor authentication - the X.509 cert, and the password

» doesn't require application logic

e simple configuration in Apache and IS

« authorization can be done via webserver or applications, as desired
* you can use the same cert for multiple web sites

* don't need to close your browser to use a different cert, you do need to close your
browser to forget HTTP authentication or cookies.
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Other Uses of Certificates

Here are some other uses of X.509 certs:
» URL verification

- SSL-protected websites signed by a trusted CA can be guaranteed to provide
secure access

- no popup dialog boxes asking you to trust the certificate

- requires you trust the CA that signed the website certificate
« email signing and encrypting

- S/MIME standard
« grid resource authentication (grid jobs)
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Fermi Platform and Tools

Fermilab uses broad range of platforms and tools:
 (OSes include Windows, Linux and Mac OS X

 email is implemented with IMAP servers - NOT Exchange
» email clients include:
Outlook Express/Outlook
Netscape/Mozilla/SeaMonkey/Thunderbird
Eudora
.Mail under MacOS
 Browsers include:
- |E
- Safari under Mac
- Firefox/Mozilla/SeaMonkey/Opera under all OSes
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In Summary

To summarize about PKI and certificates at Fermi:
e PKIlisrecommended at Fermi

» PKI has both business and personal benefits
» there are two types of certificates at Fermi: DOEGrids and KCA
 PKIlis used for web access and signed/encrypted email
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To Learn More About PKI

If you want to learn more about PKI, attend the 1/2 day class. We will talk about these
additional topics:

* public key encryption

e creating a good passphrase
« installing certificates

* signed and encrypted e-mail

Check out http://security.fnal.gov/pki/ for some excellent information about PKI and
certificates at Fermi.
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